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Technology:
From a technology perspective, the systems of an acquired healthcare entity may 

not always align well with the purchasing organization’s IT landscape. For example, 

a hospital may have a modern Microsoft-Citrix IT infrastructure but the medical 

practices it is acquiring may have deployed AIX, Solaris, SCO Unix or a variety of 

other operating systems. Post-acquisition, IT leaders are responsible for introducing 

those disparate systems into their existing infrastructure. They then need a strategy 

for maintaining and providing long-term user access to them and/or the data 

residing in them.

Some of the options available are to hire the practice’s IT staff, spend a  

significant amount of money to maintain legacy system support contracts,  

outsource the support for those systems or acquire additional resources.  Facing 

multiple challenges, IT is ultimately responsible for administering those legacy 

systems.

Compliance:
In terms of compliance, IT is responsible for providing user access to protected 

health information (PHI) in accordance with its organization’s medical record 

retention policies. The mandates for long-term storage of PHI vary between 

states but they are typically a minimum of 7 to 10 years.  Retention regulations 

for particular medical specialties, like pediatrics, can be much longer.  Some 

healthcare providers take a very conservative approach and maintain their PHI 

indefinitely.  Others interpret exactly how long they are required to retain PHI 

and, at the end of that time period, immediately purge the data.  Regardless of a 

healthcare organization’s retention policies, IT leadership must adhere to strict 

HIPAA privacy and security regulations for the duration that the data is to  

be retained.   

As the consolidation of healthcare organizations 
continues to accelerate, IT leaders face a variety of  
technology, compliance and cost challenges.  
Can you put each of these three issues in perspective?
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Cost issues:
There are hard and soft costs associated with integrating acquired health information 
systems into your existing technical landscape. Hard costs include hardware and software 
maintenance.  For example, servers have an active life of 5 to 7 years, so at some point  
over the typical mandated data retention period, it is likely that the hardware will require  
replacement or an upgrade.  These costs can be predicted, calculated and analyzed.   
Likewise, software maintenance fees are necessary to facilitate access to any legacy  
system that will run in a read-only format.  An internal resource to administer that  
read-only system may also be required.  IT leaders can choose to either eliminate these 
hard costs through archival or take a risk that neither the hardware nor software will crash 
or corrupt during the data retention period.

The soft costs are not as apparent to predict, analyze and calculate.  As a result, they are 
often overlooked.  These are the human capital costs associated with the early phases of 
legacy system management.  Out of necessity, when a system is first acquired, there are 
often people kept on board who know those system menu structures and can navigate 
them to extract meaningful data.  Over time, and as the number of legacy systems grow, 
this would require employing more resources with the appropriate software expertise.    
As these soft costs to manage legacy systems escalate over time, we’re often called upon 
to provide a data archiving solution that does not require software user expertise. 

Can you provide a technology overview of data archiving and 
how it has evolved?
Historically, data was printed out from a legacy system and placed in filing cabinets or the 
data was scanned and saved to a network drive.  Up to 5 or 6 years ago, this was still a fairly 
common way to create what you might call an archive.  

Another commonly used approach was to task a legacy system user with generating static 
electronic reports for each patient account in PDF format.  This PDF approach was some-
what more “patient centric” in that there was a searchable index to retrieve all the data on 
a patient, although a search simply returned a set of documents.  The problem with any 
of these approaches, particularly the filing cabinet approach, was the challenge in quickly 
retrieving specific sets of information in response to a legal inquiry, an audit or a patient 
request.  

The next step up from a technical standpoint is to move the data from the legacy system 
to a normalized relational database.  The major difference is that you can present the data 
back as discrete data elements with the benefit of reporting and extraction capabilities. 
In the static PDF archival model you are calling up a document which makes any type of 
reporting or metrics extremely difficult.  The normalized database approach offers very 
significant cost and accessibility advantages as a data archiving solution. 
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On the financial side of the archival equation, accounts receivables are usually worked 

down to zero before being archived. However, with very large legacy systems where the 

software maintenance costs can be exorbitant and the time it takes to work A/R down is 

extremely long, it may make financial sense to utilize an archive solution in which billing 

may still occur.

What are the current challenges that IT leaders face with data 
conversions?
Historically, most data conversions were from legacy financial systems which largely  

maintained patient demographic and billing data.  Today, however, IT leaders are  

facing data conversion challenges from clinical and electronic health record (EHR) system 

replacements.   This clinical data is all stored in a digital format but not all of it is stored 

discretely or with the same logic.  The challenge, then, is in trying to convert or map this 

data from one EHR infrastructure to another so that providers are able to access full data 

integrity at the point of care when critical clinical decision making is required.   

Unfortunately, some of the patient’s history may be in the new system and some may be  

in the old EHR system.  Rather than force a clinician to learn and access two different 

systems, IT leaders have the following options.  They can try to convert all, or a majority of 

the clinical data from the old EHR system to the new system, which is extremely expensive 

and time consuming.  The other option is to archive the data and provide a simple and easy 

way to access those medical records rather than trying to keep multiple production  

systems operational.  Over the last couple of years, this is the option that most health 

systems are choosing.

What is the difference between data conversion and 
data archiving?
This is probably one of the most misunderstood areas in the industry today.  Data 

conversion is the process of taking data from a legacy system and doing the best you can 

to map and “fit” the data into a new system.  Patient demographic information will convert 

fairly easily from one system to another.  However, financial or clinical data doesn’t typically 

map as easily into newer systems with more contemporary data management methodolo-

gies and hierarchies.  Therefore, data integrity may be compromised during the mapping 

of a data conversion, or – due to complexity – the conversion may simply become cost 

prohibitive.  In contrast, data archiving is the process of taking data from a legacy system 

and normalizing it into a vendor-neutral relational database structure.  A user interface or 

presentation layer is then applied so the data is searchable as discrete elements and viewed 

in a format that is representative of how the data was stored in the former application. 

This process allows for full data integrity at a reasonable price point.  
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Can you describe how IT leaders engage on a data 
archiving project?
First, we work with the client stakeholders to understand their medical record 

retention polices and to identify the long-term data storage requirements for the protected 

health information (PHI) in each source legacy system to be archived.  We then extract the 

data, map it to meet the requirements, and design the presentation layer so data is 

searchable and viewable in a format that is so easy-to-use it requires little to no training 

for end users.  As all of the heavy lifting is in the data handling on our side, archiving is 

generally a quick and painless process for the client. We take care of securing the historical 

data and making it readily accessible to the stakeholders so the IT team can remain 

focused on go-forward production systems.    

What business benefits are achieved with data archiving?
There are five main benefits to be achieved through the archival of health data.  First, there 

is a reduction in cost.  This includes the hard costs of legacy hardware and software 

maintenance as well as the softer costs of the people required over the medical record 

retention period to navigate and operate those systems in a read-only format.  The second 

benefit of data archiving comes in eliminating the need to convert data, which can be a 

complex and costly process that does not always ensure full data integrity when line-item 

financial or full-patient clinical details are converted.  The third benefit is compliance.  

HIPAA-compliant, long-term, secure storage of PHI in an archive minimizes exposure 

associated with patient account inquiries, litigation and insurance audits.  A fourth benefit 

is simplified access to data.  Archives are easily accessible from the same desktop as an 

active financial or clinical system or can even be integrated into the current system through 

an application programming interface (API).  This accessibility contributes to better patient 

care collaboration among providers.  The fifth significant benefit of archiving is its ability to 

merge data silos.  Because acute, ambulatory, clinical and financial information may all be 

normalized and presented in an aggregated view within a single archive solution, data silos 

of historical PHI across an enterprise may be conveniently and efficiently merged.  That 

archive can also grow over time as data from additionally retired legacy systems are added.
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What do you envision in the future of health data archiving?
There are a few healthcare industry drivers that are creating a greater need for archiving 

today.  First, small practices are replacing legacy financial systems with fully integrated EHR/

PM systems.  Second, larger practices are replacing their old EHRs with newer EHRs.  Finally, 

consolidation throughout the healthcare system and federal incentives for the development of 

Accountable Care Organizations (ACOs) is causing larger physician groups and hospitals to 

acquire independent practices – thus, replacing and displacing even more systems.  For 

reasons mentioned earlier, this means that we definitely see a space for data archiving as an 

alternative to data conversion for some time to come.

In terms of technology advances, I think we will see more efficient and practical methods 

evolve to integrate archived legacy data seamlessly into newer EHR systems.  Over time, we 

expect to see a streamlined means of accessing historical data at the point of care.

From an IT leadership standpoint, as the sheer volume of historical patient data continues 

to grow, we believe that the issue of legacy data management will soon become a greater 

priority. IT leaders are currently under pressure on multiple fronts that range from 

meeting Meaningful Use requirements to complying with industry reimbursement regulations 

to implementing emerging technologies in medical informatics.  As these leaders continue to 

re-prioritize IT initiatives, we believe legacy data management and data archiving in particular 

will emerge as a more pressing issue to address.
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